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VideoGuard® Anti-Piracy Services Case Study

Fighting lllegal Streams

The VideoGuard® Anti-Piracy Services team
was engaged by multiple pay TV operators to
fight illegal streaming associated with 2018
FIFA World Cup Russia™.
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DID YOU KNOW? Fake TV is a Thing!

In addition to pirated broadcasts available for free on the open web...

lllegally sourced channels were also available for purchase! And many subscribers unknowingly or willingly
paid for access to these well-designed, professionalized but illegal subscription TV networks.
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Piracy is a Hard Problem: Four Challenges
CHALLENGE OUR SOLUTION

Crawling an ocean of fragmented endpoints | Comprehensive, Al-enabled ‘listening’ to webpages, streams, UGC sites,
to find constantly added pirate URLs social media, P2P, Add-ons, APKs, and M3US8 links

Remaining undetected during anti-piracy Clandestine, on-the-ground intel of illegal subscription TV services combined
operation with world-class cyber-security tactics

Staying ahead of constant evasion tactics Apply real-time counter-measures to watermark attacks and
by pirates stream/channel swaps

Optimization of piracy termination and Piracy-intel-based policy planning to maximize shut-down impact and/or drive
viewer messaging conversion to legitimate streaming services
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Findings and Recommendations

f ( The Fight is Real-time. The number of open internet page URLs
increased as the World Cup progressed.

Regional Knowledge Needed. There are stark differences from
region to region with respect to access to piracy, enforcement options,
and distribution methods.

Expect These Five Evasion Tactics
1. Watermark circumvention encoders
2. Collusion attacks on watermarks

3. Manipulate playback to skip watermarked segments Py
4. Channel swap-outs with alternative unsecured sources ’é
5. Changing smart cards in real-time 2018

See VideoGuard® Anti-Piracy Services at work. Stand 1.A71

Email Anti-Piracy@Cisco.com for more information.




